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  Risktec Training and Education  

 

Risktec is a leading provider of 
professional training and 
education in hea lth, safety, 
security, environmental (HSSE) 
and business risk assessment and 

management.  We actively share the knowledge 
that underpins our consulting services and help 
clients to build -in resilience to the risks they 
face by focusing on the competency of  their 
people.   

Our set of courses, which spans the breadth of 
our consulting business, may be customised for 
each client to deliver the specific training they 
need, when and where they need it.  

WHY RISKTEC? 
Risktec is respected as a leading risk and safety 
management consulting and training  company, 
with some of the worldõs most impressive 
companies as clients.  

Helping organisations to manage HSSE and 
business risk is our core focus. 

We go beyond traditional training.  We offer 
structured programmes, for mally assess learning 
and award postgraduate qualifications.  

We bring best practice risk management processes 
from a range of major hazard industries.  

We deliver specific learning, by tailoring case 
studies and methods to the client company.  

We provide real-world learning ð our teachers are 
all practising consultants with specific industry 
experience.  

Overall, our approach makes effective use of a 
clientõs training budget through targeted learning 
that meets business needs. 

VALIDATED PROGRAMME 

Risktec offe rs a structured 
programme of validated risk 
management modules leading to 
formal postgraduate (Pg) 

qualifications, in partnership with Liverpool John 
Moores University (LJMU) in the UK. 

LJMU teaches over 24,000 students from all over 
the world and holds a UK award for international 
excellence in research in general engineering.  

The available qualifications in Risk and Safety 
Management are:  

¶ Pg Certificate (PgCert)  

¶ Pg Diploma (PgDip)  

¶ Master of Science (MSc)  

Alternatively, single modules may be studied as a 
Certificate of Professional Development (CPD) to 
gain 10 credits.  Modules can also be delivered 
without assessment.  All modules and programmes 
are delivered face -to-face (F2F) or via distance 
learning (DL).  

POSTGRADUATE CERTIFICATE 
The PgCert in Risk and Safety Management 
requires participants to gain 60 credits from 6 
modules, of  which 1 module is core.  M odules 
require  up to 100 hours of study, including a 
formal written assessment.  The programme 
typically takes one year to complete for 
participants  in full -time employment.  

POSTGRADUATE DIPLOMA 
The PgDip in Risk and Safety Management requires 
participants to gain 120 credits from 12  modules.  
The programme typically takes two  years. 

MASTER OF SCIENCE 
The MSc requires participants to gain 180 credits 
from 12 modules (120 credits) plus an academic 
project (dissertation) of 60 credits.  The 
programme takes three years, with the project 
needing to be finished within the third year .  

OUR ASSESSMENTS 
Each module has a specific set of learning 
outcomes, detai ling what the participant will have 
learned by the end of the session.  For the Pg 
qualifications, learning outcomes are usually 
assessed by way of an industry-related case study 
assessment.  Our web-based distance learning 
programmes also require particip ants to complete 
online assessed exercises. 

OUR TEACHERS 
Risktec has a proven track record of quality 
delivery and uses our experienced consultants to 
deliver the modules.  

All our teachers have been through a 
comprehensive development process in order to 
teach at postgraduate level.  As a result, we 
provide a unique mixture of theory and practical 
experience.  

CLIENT SPECIFIC TRAINING 
Our modules may be customised to meet client -
specific requirements.  In this way, the highly-
focused training becomes extremely cost-
effective , ensuring that all learning relates to the 
clientõs operations and facilities, yet still enabling 
the award of a postgraduate qualification.    

This approach ensures participants attend courses 
which are both attractive to them as individ uals 
and which also meet their employerõs needs. 
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TRAINING & EDUCATION IN RISK AND SAFETY MANAGEMENT 

Other Training 

Courses

Process Hazard Analysis

Unaccredited

BowTieXP Software

Investigator 3 Software

Security Risk 

Management

Project Risk 

Management

Company Security 

Officer

Accredited Marine 

Safety & Security 

Courses

Ship Security Officer

Port Facility Security 

Officer

Maritime Security 

Officer

 

Training & Education
in partnership with

Unaccredited Nuclear Foundation Modules

Radiological Protection

Radioactive Waste 

Management

Implementing a 

Regulatory Regime

Nuclear Reactor Safety 

Principles

Principles of Regulatory 

Systems

Nuclear Reactor Basics

Asset Integrity 

Management

Introduction to 

Practical Risk Mgmt

Core Module

Postgraduate Certificate

Postgraduate Diploma

HAZOP Study

Identification and 

Assessment

Bowtie Analysis

Functional Safety 

(including SIL)

Availability, Reliability & 

Maintainability (ARM)

Fault Tree & Event 

Tree Analysis

Human Factors in 

Design & Operations

Oil and Gas Lifecycle 

Hazards & Risks

Nuclear Lifecycle 

Hazards & Risks

Rail Industry Hazards & 

Risks

Safety/HSE Cases

Management 

Systems

Accident Investigation 

& Analysis

Emergency Response 

Planning

Workplace Safety

Performance Monitoring, 

Auditing & Mgmt Review

Assurance and 

Improvement

Competency Mgmt, 

Culture & Behaviour

Risk-Based Decision 

Making

Oil & Gas & Process 

Industry QRA (note 3)

Oil & Gas & Process 

Industry Risk Studies

PSA in Nuclear 

Industries

Rail Safety Analysis

Business Continuity 

Management

Master of Science
Core module plus any 11 (see note 2)

Key features:
ÅCorporate face -to -face (F2F) or distance learning 

(DL) programmes available
ÅEach module typically involves 100 hours of study 

and a formal written assessment

ÅModules and assessments can be tailored to 

clientõs facilities and operations

ÅF2F programme can be delivered at clientõs 

premises and timing is flexible

ÅDL programme includes online tests, discussion 

forums and virtual classroom

ÅModules can be delivered as PgCert, PgDipor MSc

programme, stand-alone for CPD awards or 
without assessment for CPD evidence 

Core module plus any 5 (see notes 1, 2)

Core module, Research Methods module plus 

any 10 before starting Project

Hazard Identification Hazard Assessment

Risk Reduction & ALARP
Health, Safety & Environ -

ment (HSE) Mgmt SystemsResearch Methods

Research Methods

Project

Note 1: For inexperienced students studying to 
PGCert, 4 recommended modules are shaded orange, 
plus any 1 of 3 recommended options are shaded green

Note 2: For experienced students, example pathways 
comprise either technical or managerial modules, or a 

balanced mixture

Note 3: Pre-requisites for QRA module are indicated 
by [PR]

MSc Project

Postgraduate Programmes in Risk & Safety Management

Engineered Risk Control 

Systems & Perf (Oil & Gas)

Engineered Risk Control 

Systems & Perf (Nuclear)

[PR]

Physical Effects 

Modelling [PR]

Environmental Risk 

Assessment
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PROGRAMME AIMS 
The postgraduate programme has been designed 
to meet the growing need for industry -related 
courses and qualifications in risk and safety  
management, delivered by teachers with 
industrial experience.  The courses aim to develop 
the practical skills and knowledge of students.  

At the end of the programme you will  be able to:  

¶ Justify the use of risk assessment through 
illustration of its objec tives and drivers  

¶ Analyse and evaluate a broad range of practical 
risk management tools and techniques and 
demonstrate expertise in selected techniques  

¶ Devise practical solutions for real -life risk 
management problems 

¶ Develop a questioning and critical att itude to 
management of risks 

¶ Display mastery of clear and effective 
communication of risk  

¶ Practise self-learning and demonstrate a 
commitment to the risk management profession  

MODULE CONTENT 
The programme captures the industry -wide 
requirements of internat ional standards for risk 
and safety management, including ISO 31000, 
OHSAS 18001, ISO 14001 and ISO 17776.  The 
programme also meets the good practices of the 
UK Health & Safety Executive (considered a 
leading regulatory authority  worldwide ) and of the 
main industry associations. 

The modules are practical,  relevant and 
continuously improved  through Risktecõs processes 
for monitoring research programmes, new 
developments, legislation and standards .  Further 
improvements are based on experiences gained 
from o ur worldwide consulting operations .  

FACE-TO-FACE (F2F) DELIVERY 
Most F2F modules are delivered through a 2-day 
taught session, supplemented by private study.   
Materials provided include slides as well as 
handouts for further reading or reference.   The 
emphasis throughout is on hands-on learning with 
extensive exercises and case studies.  All 
information is comprehensively referenced.   F2F 
delivery is offered as either attendance -only or 
attendance plus assessment. 

DISTANCE LEARNING (DL) DELIVERY 
DL is available for groups and individuals 
registered for Risktecõs assessed postgraduate 
programmes and CPD modules.  It is  delivered via 
LJMUõs online learning environment, ôBlackboardõ.  
Each DL module has the same aims and learning 
outcomes as the corresponding F2F module. 

The module material comprises slides , 
explanatory notes  and reading materials .  
Students engage in activities including online 
tests, discussion boards, group tasks and virtual 
classrooms.  This approach encourages 
participation and interaction  amongst students. 

ASSESSMENT 
Assessment is compulsory for everyone registered 
for a postgraduate award.  Assessment involves up 
to 100 learning hours of teaching, exercises and 
private study leading to the submission of formal 
coursework.  This coursework uses relevant real -
world examples of direct benefit to the student 
and employer.  

TEACHER SUPPORT 
Support from the module teachers is available 
throughout all F2F and DL programmes.   

OUR TRAINING FACILITIES  
F2F training is provided at Risktecõs offices, which 
are fully equipped and approved  for University 
level teaching .   Alternatively, training can be 
delivered at the clientõs premises or at a mutually 
convenient location.  

QUALITY MANAGEMENT 
All training is provided under Risktecõs ISO 
9001:2008 certifi ed QA system, with emphasis on 
continuous improvement.  Processes include:  

¶ Standards for teaching locations  

¶ Continuous review of student feedback forms  

¶ Independent moderation of student 
assessments 

¶ Annual management review of programme 
effectiveness 

¶ Annual independent customer satisfaction 
survey 

¶ External academic review boards  

STUDENT FEEDBACK 
Feedback from students has been very positive 
and we consistently score very highly for our 
trainer knowledge, course content, relevance and 
venue quality.  Comments from our students 

include:  

¶ "The training was excellent, methodical, 
structured, the right mixture of slides and 
practical exercises"  

¶ "Knowledgeable trainer with excellent training 
skills" 

¶ "I often find I get very bored in courses but 
this one was good with  plenty of interaction"  

¶ "Great, practical , hands-on and good 
presentation ...good value course " 

¶ "The training was very useful and Risktec 
served the purpose with flying colours"  
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CLIENT FEEDBACK 
Some comments from programme managers on the 

client side includ e: 

¶ "Just wanted to tell you in very clear terms 
that we are very pleased with the training 
programme. The trainees have really gained a 
good understanding of things.  We also 
appreciate all the efforts you have put into the 
programme to get the training go ing, solve 
issues with the trainees and doing all those big 
and small wonderful things"  

¶ "The guys were highly impressed with your 
training - just wanted to share that with you!"  

¶ "I have said it before and I'll say it again ... 
your hard work over the past few years has 
made me look good within my organisation - I 
have to say thanks again" 

EXTERNAL COMMENDATIONS 
The LJMU validation panel, which included 
external academic and industry advisers, 

specifically commended Risktecõs programme for: 

¶ The excellent sub ject expertise of the Risktec 
teachers 

¶ The very industry -driven and work -based 
programme that has been developed to meet 
the needs of the market  

The external examiner noted the strengths of the 
programme: 

¶ The modules are taught by staff with ongoing 
industrial experience of risk assessment and 
safety management 

¶ Students have the opportunity to gain some 
insight into the day to day operations of a 
company such as Risktec 

THE NEED FOR COMPETENCE IN RISK 
MANAGEMENT 
Poor risk assessment practices by risk 
practi tioners can result in:  

¶ Unidentified, unmitigated or overstated risks  

¶ Less than optimum allocation of resources  

Poor awareness of risk management by managers 
can result in:  

¶ Ineffective leadership adversely affecting the 
culture  

¶ Lack of assurance that risks are managed 

Risk management education has arguably never 
been more important than it is today.  

KEY BENEFITS 
For the client company:  

¶ More skilled resource and greater staff 
retention  

¶ Relevant learning, by tailoring case studies and 
methods 

¶ Up-to-date learni ng delivered by active risk 
practitioners  

¶ Effective use of training budget through 
targeted learning that meets business needs  

For the student:  

¶ Formal qualification from a recognised 
institution  

¶ Demonstration of learning rather than just 
attending training  

¶ Specific learning, with case studies directly 
related to the place of work  

¶ Pathways through programmes that are tailored 
to individual needs  

TRAINING REVIEW AND MANAGEMENT 
Where an organisationõs training needs are 
extensive, we work with the organisation  to 
undertake a structured review. We take account 
of the organisationõs culture and existing training 
and development processes and, along with the 
organisationõs specific needs, timescales and 

available resources, we help to determine:  

¶ The drivers for th e programme 

¶ Priorities for training, based on skills, 
qualifications and capabilities of personnel  

¶ Programme structure and module selection, as 
well as any specific customisation required  

¶ The level of assessment, whether attendance 
only, CPD credits or postgraduate qualification  

¶ Selection of non-Risktec training providers 
where appropriate, e.g. in -house specialists or 
external parties  

¶ Any other requirements for related regulatory, 
industry or technology -specific modules, or 
opportunities to gain industry e xperience 

¶ Programme duration, participant numbers, 
location and cost  

¶ Registration, administration, support and 
pastoral care of participants  

We believe this approach helps to ensure that all 
training is relevant to meeting the individualsõ and 
organisationõs needs. In this way the investment in 

training is justified, targeted and measurable.  
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Identification and Assessment  

 
These University-validated modules are designed, developed and 
delivered by our most experienced risk and safety consultants. 

 

They may be taught in combination with other modules to form 
postgraduate programmes of study (PgCert, PgDip and MSc). 

 

Alternatively, they can be studied as stand-alone modules, with the 
option of assessment for University credits (including a Certificate of 
Professional Development).  Contact Risktec for further information  
about all available options. 

 
¶ Introduction to Practical Risk Management 

 

¶ Hazard Identification (HAZID) 

 

¶ Hazard Assessment 

 

¶ Hazard and Operability (HAZOP) Study 
 
¶ Bowtie Analysis 
 
¶ Functional Safety (including Safety Integrity Levels (SIL) ) 

 

¶ Availability, Reliability and Maintainability (ARM) Analysis 

 

¶ Fault Tree and Event Tree Analysis  

 

¶ Physical Effects Modelling  

 

¶ Human Factors in Design and Operations  

 

¶ Oil and Gas Lifecycle Hazards and Risks 

 

¶ Nuclear Lifecycle Hazards and Risks 

 

¶ Rail Industry Hazards and Risks 

 
¶ Environmental Risk Assessment  

 

 

Introduction to Practical Risk Management  
 
Purpose  

To provide an overview of the objectives and drivers for risk management. It 
defines some of the fundamental terminology used in risk management and 

discusses major risk management concepts, such as risk tolerability criteria and 
As Low As Reasonably Practicable (ALARP).  It also illustrates how risk 

assessment provides an input into decision making.  The module briefly 
introduces some key risk assessment tools and techniques and the situations in 
which they may be used. 

At the end of the course you will be able to  

1. Deconstruct the risk management process into its constituent components 

2. Contrast the terms ñhazardò, ñconsequenceò and ñriskò 

3. Evaluate the various drivers which cause organisations to manage risk 

4. Differentiate between immediate (direct) and root causes of major 
accidents in high-technology industries 

5. Critically analyse suggested risk tolerability criteria . 

Outline programme  

Aims and introduction 

Drivers for risk management 

¶ Attitudes to risk / perception of risk  

¶ Tolerability of risk 

¶ Regulatory regimes  

¶ Company drivers 

¶ The cost of accidents 

Basic definitions / terminology 

The elements of risk management / the risk management process 

Demonstration of ALARP 

Example tools, techniques and studies 

The HSE case and HSE management system 

Causes of major accidents 

Leadership, culture and behaviours 

Recommended p rior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Who should attend  

Managers, engineers, operators, HSE advisors and risk management 
practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A core module for PgCert, PgDip and MSc programmes. 

Details  

Module Codes:  7522ENGRSK and 7522RSKDL 

Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 

 

Hazard Identification (HAZ ID)  

 
Purpose  
This course provides an understanding and awareness of the tools and techniques 
available for hazard identification, where they can be applied and what limitations 
may exist.  Students will be introduced to the concept of HAZID, includin g the 

HAZID team and process.  A range of other hazard identification te chniques 
will also be introduced.   

At the end of the course you will be able to  
1. Assess the role of hazard identification in the risk management process 

2. Critically review the tools and techniques available to carry out effective hazard 
identification at each lifecycle stage 

3. Design a fit-for-purpose hazard identification study. 

Outline programme  
Aims and introduction 

Overview of hazard identification techniques, e.g. 

¶ Critical examination 

¶ Codes and standards 

¶ Hazard indices 

¶ Concept Safety Analysis / Preliminary Hazard Review 

¶ What If? 

¶ Safety audits 

¶ Fault trees and event trees 

¶ Sneak Analysis 

¶ Human error / task analysis 

Hazard identification through the project lifecycle  

¶ Failure Modes and Effects Analysis (FMEA) 

¶ Hazard and operability (HAZOP) studies 

HAZID/checklist approach 

HAZID versus HAZOP 

Making recommendations 

Recommended p rior study or pre -requisite s 

Education, skills or experience equivalent to undergraduate level 

Risktec module: Introduction to Practical Risk Management 

Who should attend  

Managers, engineers, operators, HSE advisors and risk management 

practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7521ENGRSK and 7521RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 
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Hazard Assessment  
 

Purpose  
To provide a solid foundation in risk assessment tools, with an emphasis on 

qualitative risk assessment techniques.  The module delivers a critical review of 
well established qualitative risk assessment tools and also introduces some 

quantitative techniques. 

At the end of the course you will be able to  
1. Logically deduce the most appropriate risk assessment tool / technique  to 

be used, depending on circumstances 

2. Apply certain risk assessment techniques 

3. Critically review example risk assessments, illustrating strengths and 

weaknesses. 

Outline programme  
Aims and introduction 

Identifying and re cording hazards ï registers, schedules, inventories 

The risk assessment matrix 

Hazard assessment and risk reduction through project / facility lifecycle 

Qualitative hazard assessment techniques 

Overview of specific qualitative risk assessment techniques 

Significance of environmental aspects ï environmental hazard assessment 

Health risk assessment (HRA) 

Security risk assessment 

Business / commercial risk assessment 

Quantitative risk assessment (QRA) techniques 

External hazards 

Good practice in hazard assessment 

Recommended p rior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec modules: Introduction to Practical Risk Management; Hazard 
Identification  

Who should attend  

Managers, engineers, operators, HSE advisors and risk management 

practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7520ENGRSK and 7520RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 

 

Hazard and Operability  (H AZOP)  Study  

 
Purpose   
To gain an understanding of the uses, application and limitations of HAZOP study 
methodology.  HAZOP study is a very effective technique for ensuring design 

safety.  This module will give you hands on practice in using the technique. 

At the end of the co urse you will be able to  
1. Critically review the HAZOP technique identifying its strengths and 

weaknesses 
2. Apply the HAZOP process at different stages of a projectôs lifecycle  such as 

design, operation de-bottlenecking, or decommissioning and analyze the 
issues associated with proposed design and modifications 

3. Generate a HAZOP report  
4. Critique examples of HAZOP actions. 

Outline programme  
Introduction to risk assessment 

Process safety history ï lessons learnt 

HAZOP - what, when, how  

HAZOP - Guideword and parameters 
HAZOP - Teams, roles and responsibilities 

HAZOP - recording methods and software 
Managing HAZOP studies ï major studies 

Minor modification studies 
Managing HAZOP teams 

HAZOP reporting and close-out 
Other forms of HAZOP ï of procedures, software, tran sport, drilling  

Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec modules: Introduction to Practical Risk Management; Hazard 
Identification  

Who should attend  

Managers, engineers, operators, HSE advisors and risk management 
practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7533ENGRSK and 7533RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Bowtie Analysis  
 
Purpose  
This module introduces bow-tie methodology and examines in detail the 
various bowtie analysis components.  The module also provides a critical 

review of the methodôs practical uses, with hands-on practice at applying the 
technique. 

At the end of the course you wi ll be able to  
1. Deconstruct the various components of a bowtie diagram 

2. Analyse hazard scenarios by applying the bowtie method and designing a 
bowtie diagram 

3. Design HSE critical tasks to support the bowtie diagram and logically deduce 
the HSE-critical equipment / elements.  

Outline programme  
Introduction to risk assessment and bowtie theory  

The bowtie method ï how to build a bowtie  

HSE-critical activities and tasks 

HSE-critical elements 

Acceptance criteria and ALARP 

Practical uses of bowties 

Bowtie software tools 

Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec modules: Introduction to Practical Risk Management; Hazard 
Identification  

Who should attend  

Managers, engineers, operators, HSE advisors and risk management 
practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7518ENGRSK and 7518RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 
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Functional S afety  (including Safety Integrity 
Levels  (SIL) )  

 
Purpose  
To enable students to understand and apply the principles of functional safety 

to the development and assessment of safety systems, based on the IEC 
61508 standard.  The module illustrates the primary elements of  the Safety 
Lifecycle and how these are applied to the development of safety systems.  It 

also covers the assessment of safety systems to confirm that the functional 
requirements and risk reduction targets have been achieved.  Students will 

develop expertise in the application of the techniques necessary to specify, 
implement and assess safety systems to meet the requirements of IEC 61508. 

At the end of the course you will be able to  
1. Identify and critically review hazards and consequences and define safety 

functions and target  Safety Integrity Level (SIL) requi rements 

2. Apply the analysis methodologies for each of the principal Safety 
Lifecycle phases associated with development of safety systems, to 

ensure that they achieve specified risk reduction targets 

3. Critically review safety systems to establish and demonstrate the degree 
of risk reduction actually achieved 

4. Logically deduce how the level of risk reduction achieved by a safety 
system could be improved and when risk has been reduced to As Low As 

Reasonably Practicable (ALARP). 

Outline programme  
Aims and introduction 

The Safety Lifecycle (IEC 61508) 

SIL Assignment (setting targets)  

Safety requirements specification 

SIL and the design process / Beyond design lifecycle phases 

Compliance demonstration / Safety Lifecycle management 

SIL assessment / verification 

Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec modules: Introduction to Practical Risk Management; Hazard 
Identification  

Who should attend  

Electrical and mechanical engineers, operators, HSE advisors and risk 
management practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7536ENGRSK and 7536RSKDL 
Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Availability, Reliability and Maintainability 
(ARM)  Analysis  
 
Purpose  
To enable students to apply appropriate ARM methodologies to projects, 

ensuring that ARM is included within the design and that ARM targets are met 
by correct application of ARM assessment methodologies.  The module also 

discusses the concept of critical and life limited items and the use of reliability 
centred maintenance strategies to reduce maintenance costs.  Finally the 

module considers the trade-offs between ARM and safety requirements, as well 
as discussing how ARM shortfalls may be addressed. 
At the end of the course you will be able to  
1. Apply the analysis methodologies to systems and sub-systems, including 

both design and operation restrictions to determine the Availability, Reliability 

and Maintainability of these systems 

2. Critically review and balance the requirements of the design for ARM and 

safety 

3. Logically deduce how ARM results for a system may be improved 

4. Categorise and determine ARM requirements / processes for a project. 

Out line programme  
Introduction to ARM 

Availability and safety ï potential conflicts 

ARM planning and choice of methodology 

ARM assessment methods ï deterministic 

Numerical ARM assessment techniques 

Critical and life limited items 

Maintainability and maintainability demonstrations 

Reliability centred maintenance (RCM) 

Methods for improving reliability  

Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec module: Introduction to Practical Risk Management 

Who should attend  

Managers, discipline engineers and HSE and reliability professionals seeking to 

improve asset performance. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7538ENGRSK and 7538RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 

 

Fault Tree and Event Tree Analysis  

 

Purpose  
This course enables students to understand the principles of fault and event tree 
analysis and to perform their own assessments.  The module will look at the 

development of fault tree and event tree models and populating them with 
suitable reliability data, human errors and dependent failures. It will then 

consider quantification of the models and how they can be used to consider 
potential improvements.  

At the end o f the course you will be able to  
1. Understand the principles of fault and event tree a nalysis and when it is 

appropriate to apply them 

2. Design and analyse fault tree models incorporating appropriate reliability 
data for components, human error and dependent failures 

3. Generate and analyse event tree models. 

Outline programme  
Aims and introduction 

Fault tree construction 
Minimal cut sets 
Basic event reliability data 

Dependent failures and human errors 
Fault tree quantification 

Fault tree analysis advantages and disadvantages 
Introduction to event tree a nalysis 

Event tree construction and quantification 
Fault and event tree software 
Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec module: Introducti on to Practical Risk Management 

Who should attend  

Managers, engineers, operators, HSE advisors and risk management 

practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7515ENGRSK and 7515RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 



   

              

 Identification and Assessment  

 

Physical Effects Modelling  

 

Purpose  

To enable an understanding of the range of hazardous physical effects that can 

occur in a given situation. including the categorisation of effects, impact 
assessment, human and equipment vulnerability, and the uses and limitations 
of physical effect modelling.  This module includes hands-on practice. 

At the e nd of the course you will be able to  

1. Analyse an industrial plant/installation and devise scenarios covering the 
range of expected physical effects 

2. Evaluate how these physical effects affect people and plant 

3. Justify the selection of modelling techniques for particular circumstances 

4. Critically review the range of commercial physical effects modelling software 
and available specialist consultancy services 

5. Demonstrate expertise in physical effects modelling using simple hand 
calculation methods and/or publicly available software models. 

Outline programme  

Aims and introduction 

Overview of human vulnerability to physical effects 

Release and discharge calculation:  steady state, time varying, etc. 

Dispersion analysis: Gaussian, jet, dense gas, unified modelling 

Fires:  jet fires, pool fires; flash fires, BLEVEs, compartment fires 

Explosions:  confined, unconfined (congested) on and offshore, detonations; t ypes 
of models - empirical / phenomenological; computational fluid dynamics  

Detail of human and plant  vulnerability:  

¶ Single value levels for thermal radiation and toxics (SLOT, SLOD, EPRG, etc.) 

¶ Probit functions for thermal radi ation, common toxic materials & explosions 

¶ Smoke effects, carbon monoxide and dioxide, oxygen depletion 

¶ Vulnerability of plant to fires and explosions  

Common mitigation measures and accounting for them in analyses 

Commercial and public domain software tools available to the analyst 

Drawing conclusions from physical effects modelling 

Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec module: Introduction to Practical Risk Management 

Who should attend  

Managers, engineers, operators, HSE advisors and practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7514ENGRSK and 7514RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 

 

Human Fact ors in Design and Operations  

 
Purpose  
To explain how an understanding of human abilities, limitations and needs can be 
applied to the design and assessment of tasks, equipment, systems and processes 
in order to reduce human error, improve safety and incre ase efficiency.  The 

course highlights how and why human errors occur, and describes the methods, 
tools and techniques that can be used to identify, analyse and reduce them.  

At the end of the course you will be able to  
1. Justify the application of human fact ors to the design and assessment of 

tasks, equipment, systems and processes 

2. Compare and contrast the different types of human error and violations, and 

devise appropriate strategies for prevention/ reduction 

3. Critically review the tools and techniques available to support human error 

identification and quantification  

4. Illustrate and interpret models of accident causation, relating them to actual 

industrial accidents and strategies for improving safety 

5. Consider to what extent Human Factors can be, or has been, successfully 
applied to a project, facility or organisation.  

Outline programme  
Aims and introduction 

Human factors in design 

¶ Human abilities, limitations and needs in design and assessment 

Information processing and operations 

¶ How humans perceive, process and act on information  

¶ Determining user information needs 

¶ System-user information exchange 

Human error and reliability  analysis 

¶ Error identification, root cause analysis, mitigation and reduction  

¶ Human reliability analysis ï comparison of various techniques 

Human factors integration 

¶ Methods and tools 

¶ HFI in the project lifecycle  

Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Who should attend  

Managers, supervisors and HSE professionals. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Deta ils  
Module Codes:  7513ENGRSK and 7513RSKDL 
Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Oil and Gas Lifecycle Hazards and Risks  
 

Purpose  
The course provides an overview of oil and gas industry facilities and activities 
and the typical hazards associated with this industry.  It also provides an 

understanding of the role of risk management through the oil and gas project 
lifecycle.  This includes evaluating regulatory regimes and the opportunities for 

risk reduction during the phases of a project . 

At the end of the course you will be able to  
1. Critically review, from an HSE perspective, the engineering options for 

developing an oil and/or gas reservoir and delivering the products to ma rket 

2. Analyze the oil and gas industry project life cycle with regard to changes in 
the hazard and risk profile, and devise a programme of HSE and risk studies 
appropriate for each stage of the life cycle 

3. Critically compare and contrast the different approaches to governance and 

regulation of the oil and gas industry around the world and understand the 
influence of major incidents on regulatory regimes . 

Outline programme  
Hydrocarbon industries sources of risk 

¶ Drilling and well intervention  

¶ Offshore production systems 

¶ Pipelines and shipping 

¶ Refining and storage 

Regulatory regimes 
Value and risk management through the project lifecycle  

¶ Initiation and feasibility  

¶ Concept selection and project definition 

¶ Detailed design, construction and commissioning 

¶ Operation and abandonment 

¶ Change management 

Overview of risk assessment tools and techniques 
Recommended  prior study or pre -requisites  

Education, skills or experience equivalent to undergraduate level 

Risktec module: Introduction to Practical Risk Management 

Who shou ld attend  

Managers, engineers and HSE professionals who need to lead or undertake risk 
management processes for their organisation and facilities.  Individuals new to 

the oil and gas industry who require an overview of the industryôs risks. 

Module is avail able as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7534ENGRSK and 7534RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 



   

              

 Identification and Assessment  

 

Nuclear Lifecycle Hazards and Risks  

 
Purpose  
The course provides students with an overview of t he lifecycle of a nuclear 

power facility, its risks and hazards, risk-related regulations and the standard 
risk mitigation techniques.  

At the end of the  course you will be able to  
1. Identify and analyse the nuclear risks/hazards associated with a process or 

facility relevant to any stage of the nuclear cycle  

2. Devise an effective means of avoiding each hazard or mitigating its 

consequences. 

Outline programme  
Aims and introduction 
Risk and safety regulations in the nuclear industry 

Hazards and controls in fuel manufacture and transport ï criticality 
Hazards and controls in reactor operation ï overpower/loss-of-cooling/loss-of-
containment 

Hazards and controls in transport and storage of irradiated fuel ï direct 
radiation/dispersion  

Hazards and controls in reprocessing irradiated fuel ï criticality/loss-of-
containment 
Hazards and controls in long term storage of radioactive waste 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 

Risktec modules: Introduction  to Practical Risk Management; Risk Reduction 
and ALARP 
Who should attend  

Managers, engineers and HSE professionals who need to lead or undertake risk 

management processes for their organisation and facilities.  Individuals new to 
the nuclear industry who require an overview of the industryôs risks. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7511ENGRSK and 7511RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Rail Industry Hazards and Risks  

 
Pur pose  
The course provides an overview of rail industry infrastructure, operations and 
activities and the typical hazards associated with this industry.  It also provides 

an understanding of the role of risk management through the rail project 
lifecycle.  This involves studying the different sources of risk in the rail 
industry, the regulatory regimes of the industry, the typical phases of a project 

and opportunities for risk reduction within each of the phases.  
At the end of the course you  will be able to  
1. Apply knowledge of risk management tools and techniques to rail industry 

infrastructure and operations 

2. Evaluate typical rail industry project phases and hazard sources 

3. Interpret the standard means of avoiding or mitigating those hazards . 

Outline programme  
Aims and introduction 
Rail industry sources of risk: 

¶ Collisions between trains 

¶ Collisions of trains with objects 

¶ Derailment 

¶ Fires 

¶ Explosion 

¶ Flood 

¶ Slips, trips, falls 

¶ Hit by train  

¶ Electricity 

¶ Structural 

Regulatory regimes 
Why include risk management within a project? 

Typical phases of a project and opportunities for risk reduction  
Overview of risk assessment tools and techniques (more detail in the Hazard 
Identification  and Hazard Assessment  modules) 

Risk management objectives and methods for each project phase 
Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 
Risktec module: Introduction to Practical Risk Management 
Who should attend  

Managers, engineers and HSE professionals who need to lead or undertake risk 

management processes for their organisation and facilities.  Individuals new to 
the rail industry who require an overview of the industryôs risks. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7510ENGRSK and 7510RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Environmental Risk Assessment  
 
Purpose  
This course aims to give students an awareness and understanding of 
environmental risk assessment, including some of the main areas where 

students might encounter the need to undertake an environmental risk 
assessment and how approaches to undertaking such an assessment compare 
with safety risk assessments.  Some of the ways in which environmental 

consequences are assessed will be considered, allowing students to judge the 
appropriateness or otherwise of some commonly encountered models. 

At the end of the course you will be able to  
1. Critique environmental regulatory styles  
2. Discuss and illustrate the similarities and differences between 

environmental and safety risk assessments 

3. Evaluate methods and models available for environmental consequence 
modelling. 

Outline programme  
Aims and introduction 
Environmental risk assessment 

¶ Key players, milestones and drivers: political, social and legislative 
¶ Environmental risk assessment versus safety risk assessment 

Risk assessment process 
¶ Generic approaches 

¶ Environment-specific approaches 

Environmental data, targets and criteria  
Environmental consequence models 

¶ Air dispersion 
¶ Water dispersion 

¶ Ground / groundwater  modelling 

Environmental risk assessment in decision making processes 
¶ Applications: EIA, BAT, BPEO, BPM, land-use planning 

¶ Problematic technical areas (data, models, criteria) 

¶ Role of technical information (uncertainty, stakeholders, value 
judgements, perception of risk)  

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 
Risktec module: Introduction to Practical Risk Management 
Who should attend  
Managers, engineers, operators, designers and HSE professionals who need to 

lead or undertake risk management processes for their organisation and 
facilities.   

Module is available as  
¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes: 7532ENGRSK and 7532RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study) 

CPD Credits: 10 



   

              
Risk -Based Decision Making and Reporting  

 

Risk -Based Decision Making and Reporting  
 

These University-validated modules are designed, developed and 
delivered by our most experienced risk and safety consultants. 

 

They may be taught in combination with other modules to form 
postgraduate programmes of study (PgCert, PgDip and MSc). 

 

Alternatively, they can be studied as stand-alone modules, with 
the option of assessment for University credits (including a 
Certificate of Professional Development).  Contact Risktec for 
further inf ormation about all available options. 

 
¶ Risk Reduction and ALARP 

 

¶ Engineered Risk Control Systems and Performance (Oil and 
Gas) 

 
¶ Engineered Risk Control Systems and Performance (Nuclear) 

 

¶ Oil and Gas and Process Industry Quantitative Risk 
Assessment (QRA) 

 

¶ Oil and Gas and Process Industry Risk Studies 
 
¶ Probabilistic Safety Assessment (PSA) in Nuclear Industries 

 

¶ Rail Safety Analysis 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Risk Reduction and ALARP  
 

Purpose  
ALARP (As Low As Reasonably Practicable) is a commonly used but often 
misunderstood concept.  The purpose of this module is to enable students 
to understand the hierarchy of risk reduction measures and the options for 

risk reduction in the project lifecycle.  Students will be introduced to the 
concept of ALARP and how to demonstrat e that risk has been reduced to 

ALARP levels. 

At the end of the course you will be able to  
1.  Identify different options available for risk reduction (control hierarchy)  

2. Decide when risk reduction measures should best be used 

3. Apply the ALARP concept and conduct an ALARP assessment to an 
appropriate level of detail.  

Outline programme  
Aims and introduction 

Risk management summary 

Hierarch of risk reduction measures 

Risk reduction through the project lifecycle 

The ALARP concept 

Demonstrating ALARP 

Qualitative and semi-quantitative approaches 

Cost Benefit Analysis (CBA) 

Societal risk 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 
Risktec module: Introduction to Practical Risk Management 
Who should att end  
Project and operational managers, engineers and HSE professionals. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7504ENGRSK and 7504RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Engineered  Risk Control Systems and 

Performance  (Oil and Gas)  

 

Purpose  
This module provides an understanding of Engineered Risk Control Systems 

and the need for performance standards and technical integrity verification 
schemes.  This involves looking at definitions for engineered risk control 
systems and the need for performance standards.  Performance assurance 

and the verification of performance will be discussed as technical integrity 
assurance throughout an assetôs lifecycle. 

At the end of the course you will b e able to  
1. Critically review the application of risk control systems in the oil and gas 

and process industries 

2. Analyse a process plant to logically deduce the relevant Safety Critical 

Elements (SCEs) 

3. Devise performance standards for oil and gas SCEs 

4. Illustrate what assurances are required regarding engineered control 

systems to ensure technical integrity over the lifetime of the asset . 

Outline programme  
Aims and introduction 

Definition of a Safety Critical Element and the need for performance standards 

Environmental and business critical elements 

Defining performance standards 

Functional requirements 

Availability and reliability / Survivability  

Interdependencies 

Performance assurance and verification of performance 

Technical integrity assurance throughout an assetôs lifecycle 

¶ Codes and standards; design reviews 

¶ Fabrication tests, certification etc. 

¶ Construction reviews and inspections; commissioning tests 

¶ Preventive maintenance systems / optimum maintenance scheduling 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 
Risktec module: Introduction to Practical Risk Management 
Who should attend  
Managers, discipline engineers, operators and HSE professionals required 

to identify SCEs, develop performance standards and verification schemes 
and implement performance assurance tasks. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7530ENGRSK and 7530RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 



   

              
Risk -Based Decision Making and Reporting  

 

Engine ered R isk Control Systems and 

Performance  (Nuclear)  

 

Purpose  
The aim of this module is to provide an understanding of Engineered 

Safeguard Systems and the need for performance standards and t echnical 
integrity verification s chemes with a particular emphasis on the nuclear 
industry. 

At the end of the course you will be able to  
1. Critically review the application of risk control systems in the nuclear 

industry 

2. Analyse a nuclear plant to logically deduce the relevant engineered 

safeguard systems 

3. Devise performance standards for nuclear safeguards 

4. Illustrate  how the engineered control systems studied contribute to 

maintenance of technical integrity over the lifetime of a nuclear plant.  

Outline programme  
Aims and introduction 

Engineered Safeguard Systems 

Defining performance standards 

Functional requirements 

Availability and reliability / Survivability  

Interdependencies 

Performance assurance / verification of p erformance 

Technical integrity assurance throughout an assetôs lifecycle 

¶ Codes and standards 

¶ Material selection 

¶ Design reviews 

¶ Fabrication tests, certification etc. 

¶ Construction reviews and inspections / Commissioning tests 

¶ Preventive maintenance systems 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 

Risktec module: Introduction to Practical Risk Management 
Who should attend  
Managers, discipline engineers, operators and HSE professionals required 
to identify SCEs, develop performance standards and verification schemes 
and implement performance assurance tasks. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7531ENGRSK and 7531RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Oil and Gas and Process Industry Q uantitative 

Risk Assessment (QRA)  

 

Purpose  
The purpose of this module is to enable students to understand and apply 

QRA techniques with particular relevance to the oil &  gas and process 
industries.  The module includes an introduction to QRA-related regulatory 
requirements in the industry.  Students will be given an opportunity to 

conduct QRA exercises for oil & gas / process facilities.  The module also 
covers risk criteria, application of the ALARP principle, sensitivity analysis 

and cost benefit analysis. 
At the end of the course you will  be able to  
1. Critically review the use of QRA in the oil & gas and process industries 

2. Interpret  the legislative and regulatory requirements behind QRA. 

3. Apply QRA to simple process industry operations to analyse the risks to 
personnel, the asset and/or the environment 

4. Design a QRA report for a simple process industry operation 

5. Logically deduce whether the risks generated are ALARP. 

Outline programme  
Aims and introduction 

Regulatory regimes and use of QRA  

Hazard identification 

Consequence analysis 

Frequency analysis 

Reliability of safety systems 

Quantitative risk assessment (QRA) for process systems and transportation 

Risk criteria 

Application of the ALARP principle (further detail in  the Risk Reduction and 
ALARP module) 

Sensitivity analysis 

Cost benefit analysis 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 

Risktec modules: Introduction to Practical Risk Management; Hazard 
Identification ; Availability, Reliability and Maintainability (ARM) Analysis; 
Fault Tree and Event Tree Analysis; Physical Effects Modelling 
Who should attend  
Managers, engineers, HSE advisors and risk management practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7535ENGRSK and 7535RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

 

Oil and Gas and Process Industr y Risk Studies  
 

Purpose  
The course provides an understanding of the various types of specialist risk 
study which may be carried out for an oil and  gas or process industry facility or 

operation.  This involves an introduction to oil and gas industry risk 
assessment, a summary of QRA methods, a review of specialist risk studies 

such as Escape, Evacuation and Rescue Analysis (EERA), TR Impairment 
(TRI) Studies, Occupied Building Risk Assessment (OBRA), Emergency 
Systems Survivability Analysis (ESSA) and Health Risk Assessment (HRA). 

 

At the end of the course you will be able to  
1. Critically review the use of specialist risk studies in the oil, gas and 

process industries 

2. Interpret the legislative and regulatory requirements behind the use of 
specialist risk studies in the oil, gas and process industries 

3. Apply specialist risk techniques to simple process industry operations to 
analyse the risks to personnel, the asset and/or the environment  

4. Illustrate the application of a specialist risk study, including evaluation of 

the results and key conclusions. 

Outline programme  
Aims and introduction 

Risk measures and criteria 

Oil and gas and process industry safety and risk studies 

Fire and Explosion Risk Assessment (FERA) 

Escape, Evacuation and Rescue Analysis (EERA) 

TR Impairment (TRI) study  

Occupied Building Risk Assessment (OBRA)  

Dropped object analysis 

Emergency Systems Survivability Analysis (ESSA) 

Occupational (Workplace) Risk Assessment 

Health Risk Assessment (HRA) 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 
Risktec modules: Introduction to Practical Risk Management; Oil and Gas 
and Process Industry Quantitative Risk Assessment (QRA) 
Who should attend  
Managers, engineers, operators, HSE advisors and risk management 
practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7508ENGRSK and 7508RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 



   

              
Risk -Based Decision Making and Reporting  

 

Probabilistic Safety Assessment (PSA) in 
Nuclear Industries  

 

Purpose  
This course enables students to understand and apply PSA techniques with 
particular relevance to the nuclear industry.   It provides an overview of 

nuclear industry safety assessment guidelines and principles.  Reliability 
theory/ concepts and system reliability/ modelling will be covered, including 

fault tree and event tree analysis.  Consequence modelling in the nuclear 
industry and typical hazard scenarios such as fire, aircraft crash, natural 

hazards, etc. will also be discussed.  The module includes application of 
PSA results and demonstration of ALARP. 

At the end of the course you will be able to  
1. Critically review the legal and regulatory obligations placed on the 

owners of a nuclear plant to demonstrate that  risks are both tolerable 

and ñas low as reasonably practicableò (ALARP) 

2. Demonstrate expertise of PSA theory and concepts  

3. Deduce the PSA techniques appropriate to a real-life nuclear plant and  
evaluate the risks associated with the operation/design of that plant  

4. Identify and critically examine any additional measures that may be 
required to ensure that the ris ks are both tolerable and ALARP. 

Outline programme  
Aims and introduction 

Safety assessment, guidelines and principles 

Reliability theory and concepts; system reliability and modelling 
Fault and hazard identification, including:  Failure Modes and Effects Analysis 

(FMEA); Hazard and Operability (HAZOP) studies 

Frequency analysis: fault tree and event tree analysis (more detail in 

Risktecôs FT & ET module) 

Supporting data: reliability data;  dependent failures; human factors 

Consequence analysis in the nuclear industry 

Hazards PSA; application of results, including ALARP demonstration 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 

Risktec modules: Introduction to Practical Risk Management; Hazard 
Identification; Fault Tree and Event Tree Analysis 
Who should attend  
Managers, engineers, operators, HSE advisors and risk management 
practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7507ENGRSK and 7507RSKDL 
Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 

Assessment: Approx. 80 hours (private study)  
CPD Credits: 10 

 

Rail Safety Anal ysis  

 

Purpose  
The course enables students to understand and implement the requirements of 

formal safety assessment in the rail industry.  This involves an introduction to 
safety and risk with an overview of safety regulations in rail engineering.  

Potential escalation events, human factors and safety management will be 
discussed.  Organisational responsibilities, risk reduction/criteria, risk modelling 

and decision making techniques also form part of the module.  

At the end of the course you will be able  to  
1. Illustrate how rail safety may be controlled  

2. Apply techniques to evaluate safety of the rail environment from both 
design and operational aspects 

3. Generate a quantitative and/or qualitative  formal safety assessment. 

Outline programme  
Aims and introduction 

Risk and safety regulations in rail engineering 

Hazard identification techniques (more detail in Risktecôs Hazard ID module) 

Historical data 

Potential escalation events e.g. speed, derailment 

Human factors and safety management 

Organisational responsibilities 

Risk reduction and criteria 

Novel risk modelling and decision making techniques 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 
Risktec modules: Introduction to Practical Risk Management; Hazard 
Identification; Fault Tree and Event Tree Analysis 
Who should attend  
Managers, engineers, operators, HSE advisors and risk management 

practitioners. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7506ENGRSK and 7506RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 

 



   

              

 Management Systems and Implementation  

 

Management Systems and Implementation  
 
These University-validated modules are designed, developed and 
delivered by our most experienced risk and safety consultants. 

 

They may be taught in combination with other modules to form 
postgraduate programmes of study (PgCert, PgDip and MSc). 

 

Alternatively, they can be studied as stand-alone modules, with 
the option of assessment for University credits (including a 
Certificate of Professional Development).  Contact Risktec for 
further information about all available options.  

 
¶ Health, Safety and Environment (HSE) Management Systems 
 
¶ Safety / HSE Cases 

 
¶ Accident Investigation and Analysis 

 
¶ Emergency Response Planning  

 
¶ Workplace Safety  

 
¶ Business Continuity Management 

 

Health, Safety and Environment (HSE) 
Management Systems  
 

Purpose  
The course highlights what constitutes a Health, Safety & Environment 
Management System (HSE MS), how it is implemented and why more 

organisations are developing and implementing HSE MS to international 
standards.   

At the end of the course you will be able to  
1. Discuss the methodology and requirements for developing an HSE MS 

2. Critically analyse how effective HSE management systems reduce the 
probability and consequences of major accidents 

3. Critically analyse issues associated with the implementation of HSE 
management systems. 

Outline programme  
Aims and introduction 

Definition of an HSE MS 

Elements of an HSE MS 

¶ Policy / objectives 

¶ Organisation / Plan and set standards; documents 

¶ Hazard management 

¶ Management of change 

¶ Training and competency (more detail in  Risktecôs Competency 
Management module) 

¶ Measure performance (more detail in Risktecôs Engineered Risk 
Control Systems modules) 

¶ Audit and review (more detail in Risktecôs Performance Monitoring 
module) 

Guidance and legislation 

Implementation aspects 

¶ Training / Integration with quality systems  

¶ Facilitating organisational change 

Documenting and implementing the HSE MS 

¶ Manuals, procedures and systems 

¶ Intranet/CD-based HSE MS 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 
Risktec module: Introduction to Practical Risk Management 
Who should attend  
Managers, HSE advisors and risk management practitioners. 

Module is avail able as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7537ENGRSK and 7537RSKDL 

Level: Masters 
Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 

 

Safety / HSE Cases  
 

Purpose  
The course explains the purpose, content and structure of  Safety / HSE 

Cases.  Particular attention is focused on the best practical approaches for 
HSE cases.  This includes historical drivers, legal requirements and 
company and industry body requirements.  The differing types of safety / 

HSE case and different industry approaches are discussed.  Links between 
the case and supporting studies and between the case and the 

management system are studied.  Documentation, maintenance, roll-out 
and implementation are also reviewed. 

At the end of the course you will be able to  
1. Critically review the reasons for having safety/HSE cases in regulatory 

and non-regulatory environments 

2. Analyse the role of the safety/HSE case in safety/HSE management 

3. Design the contents of a case 

4. Devise a plan for the production of a safety/HSE case 

5. Evaluate example safety/HSE Cases to determine their fitness for 

purpose. 

Outline programme  
Historical drivers 

Legal Requirements - UK, Europe, worldwide  

Company and industry body requirements 

Differing types of case by project phase (e.g. PSR, PCSR, design, 

operational, decommissioning) 

Safety/HSE case structure and approach by industry 

¶ Nuclear 

¶ Offshore oil and gas / Onshore process 

¶ Transport 

¶ Others 

Bridging documents 

Links between the case and supporting studies / the management system 

Documentation and management/ maintenance of the safety/HSE case 

Roll-out and implementation - keeping the case as a working document 

Recommended prior study or pre - requisites  
Education, skills or experience equivalent to undergraduate level 

Risktec module: Introduction to Practic al Risk Management 
Who should attend  
Managers, supervisors and HSE practitioners seeking to gain practical 

insights into how to structure a Safety/HSE case. 

Module is available as  

¶ Face-to-face (classroom) delivery, or  

¶ Distance learning (web-based) delivery 

¶ Attendance-only (without assessment), or  

¶ Attendance plus assessment by Risktec or University (for CPD credits) 

¶ A constituent of PgCert, PgDip and MSc programmes. 

Details  
Module Codes:  7527ENGRSK and 7527RSKDL 
Level: Masters 

Duration:  2 days (F2F) or 4 weeks (DL) 
Assessment: Approx. 80 hours (private study)  

CPD Credits: 10 




